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Report 

1.0 PURPOSE 

To: Council in Committee of the Whole 

From: Ron Foster 

Auditor General 

This report replaces report AG-11-09 which was tabled by Council to allow input from 
members of Council. Report AG-11-13 proposes a corporate risk management policy and 
process for Council's endorsement and provides a status report on the City's risk 
management initiatives. 

2.0 RECOMMENDATION 

Item: 

AG-I 1-1 3 
File: 

C-I 000 

It is recommended to City Council that: 

Date of Report: 

November 3,201 1 
Date of Meeting: 

November 7,201 1 

Subject: 
Corporafe Risk Management Policy and Process 

I. AG-11-09 be received for information and replaced with AG-11-13 dated Nov 3, 201 1, and 

PUBLIC REPORT 

2. The corporate risk management policy and process as well as the status report on the 
City's risk management initiatives outlined within AG-11-13 be endorsed by Council. 

3.0 EXECUTIVE SUMMARY 

> Effective risk management is required for good corporate governance, financial 
stewardship and performance management. To manage risks effectively requires a formal 
policy, common language, standard processes, a clear delineation of responsibilities for 
risk management, and the endorsement of senior management and relevant boards or 
governing bodies. 

P Senior staff and the Auditor General have developed a risk management policy and 
process to ensure that significant risks are identified, assessed, mitigated, monitored and 
reported effectively. Staff has also developed a multi-phased initiative to review and 
update risk management practices within the City to incorporate best practices within the 
public sector. 
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4.0 INPUT FROM OTHER SOURCES 

9 In preparing this revised report, input was obtained from: 
o Members of Council, 
o The City Manager, 
o The Commissioners 
o The City Solicitor 
o Other Canadian municipalities, and 
o Best practice literature. 

5.0 ANALYSIS 

5.1 Background 

9 Risk management practices have evolved in recent years becoming more formalized 
within both private and public sector organizations. The maturity of risk management 
practices varies from one organization to the next and is often driven by external events 
such as accidents or lawsuits. 

9 The federal and provincial governments and a number of large municipalities have 
implemented enterprise or integrated risk management frameworks to identify, assess and 
manaae sianificant risks. While these frameworks are informative, they are not always 
helpfuj as they are onerous to establish and maintain. 

> Risk management practices within the City have traditionally been assigned by function. 
The Commissioner of Corporate Services manages financial risks; the Commissioner of 
Community Services manages operational risks; the Commissioner of Development 
Services manages development risks; the City Solicitor manages legal risks. In 
conjunction with the Commissioners, the City Manager coordinates the development of 
strategies to mitigate these risks as well as strategic risks that are faced by the 
corporation. The City Manager also manages reputational risks in concert with the 
Commissioners, the Mayor and Council. 

9 Senior staff recognize that a number of limitations exist within the present approach to risk 
management within the City and requested the assistance of the Auditor General to 
identify better risk management practices that could be implemented and maintained to 
improve corporate governance, financial stewardship and performance management. 



Report to Council in Committee Item: AG-11-13 
of the Whole (Continued) - 3 -  Meeting Date: November 7,2011 

5.2 Best Practices 

P Research and a recent survey of Canadian municipalities identified the following 
characteristics of effective risk management: 

o Strong support by senior management and relevant boards or governing bodies; 
o Establishment of a formal policy, processes and common language; 
o Engagement of all levels of management in risk management; 
o Clarification of responsibilities for risk management; 
o Integration with other management processes; 
o Phased implementation of risk management; and 
o Periodic reports to Council on risk exposures, the effectiveness of controls in place 

to mitigate them and any gaps that need to be addressed. 

5.3 Proposed Corporate Risk Management Policy 

P Implementation of a corporate risk management policy will embed a systematic approach 
to identify, assess, mitigatelmanage, monitor and report on risks that impact the City's 
ability to achieve its objectives. 

P The corporate risk management policy at Attachment 1 includes the following elements: 

o Purpose; 
o Applicability; 
o Principles; 
o Definitions; and 
o Responsibility. 

5.4 Proposed Corporate Risk Management Process 

9 The purpose of formalizing and standardizing risk management processes is to optimize 
risk management within the City. 

9 The recommended corporate risk management process and implementation procedure 
that are outlined within Attachment 2 and 3 incorporate the following steps: 

1. Establish service delivery context; 
2. Identify service delivery risks; 
3. Assess inherent risks; 
4. Assess residual risks; 
5. Address significant risks; 
6. Monitor and report on significant risks and risk management strategies 

internally; and 
7. Report on significant risks and risk management process externally. 
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5.5 Risk Management Initiatives 

P The following risk management initiatives have been identified for completion: 

l ~ i s k  Management Initiative Scopeof Initiative 1 Target for I 
1 Completion 

Communication of policy and I Circulation of policy and process 1 Q4 2011 

I Phase 1 - Hiaher risk areas 

process to Council and staff 
Training in new policy and 
process to senior staff 

I Phase 2 - Lower risk areas 1 Q4 2012 
lntegration of risk management I Inclusion of risk management within Q4 201 1 

Training of Commissioners and 
Directors within each department 

withstrategic planning processes I strategic planning processes 
Review of chancle management Revision of Committee and Council I-- - -,rl 

Review of issue management 

management 

Review of project risk 
management including updated 
policy for project charter and 
business case 
Training of staff in risk 
management procedures 

reporting templates to identify 
significant risks 

Formalization of issue management 
process 
Status r e~o r t  to Council from AG on 
effectiveiess of processes 
Status reports from Corporate 
Leadership Team to Council on 
significant risks 
Major capital projects 

Moderate-sized capital and operating 
projects 
Risk management training for 
managers, supervisors, coordinators 
& lead hands. Awareness training for 
others. 
Phase 1 - Higher risk areas 

Q1 Annually 

Semi-annual 

I Phase 2 - Loher risk areas 
Review of insurance claims I Analysis of costs and root causes 1 Q2 2012 

I Phase 2 - ~ower  risk areas I Q1 2013 
Review of disaster recovew I Best practice review and development I Q2 2013 

management 
Review of Workers Safety 
Insurance Board claims mgmt 
lntegration of risk management 
with branch work plans 

planning I of priorities, plans and procedures 
Review of emergency I Best practice review and update of I Q2 2013 

I management procedures I plans and procedures 

Analysis of costs and root causes 

Inclusion of formal risk management 
strategies into branch work plans 
Phase 1 - Hiaher risk areas 

Q3 2012 

Q1 2012 
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6.0 FINANCIAL IMPLICATIONS 

P Establishing a corporate risk management policy and formalizing and standardizing risk 
management processes will bolster the quality of stewardship over public funds. 

7.0 RESPONSE TO THE COMMUNITY STRATEGIC PLAN 

9 Establishing a corporate risk management policy and process will assist Council in holding 
itself and its administrators accountable for the quality of stewardship over public funds. 
Taking action and ensuring accountability is one of the objectives contained within the 
Community Strategic Plan. 

Ron Foster 
Auditor General 

Attachments 



Corporate Risk Management Policy 
Item: AG-11-13 

Attachment 1 

PURPOSE 

To embed a systematic approach to identify, assess, mitigatelmanage, monitor ana 
report on risks that impact the City's ability to achieve its objectives. 

APPLICABILITY 

This policy applies to all members of staff and Council 

PRINCIPLES OF RISK MANAGEMENT 

Risk management is an essential component of good governance. 
Good decisions are made when supported by a systematic approach to risk 
management. 
Risk management should be integrated into strategic and business planning as 
well as informed decision-making in the day to-day management of activities. 
Risk management should be consistently applied to the development and 
implementation of policy, programs, plans and future directions 
The integration of risk management within the City should be supported by 
corporate values that encourage everyone to identify and manage risks proactively 
and to communicate openly about risk. Significant risks should be disclosed when 
reporting to management, Council or Standing Committees. 
Risk management is an ongoing, iterative process and risk and 
mitigationlmanagement strategies should be re-assessed at regular intervals. 

DEFINITIONS 

Managers -includes the City Manager, Commissioners, directors, managers 
Risk - an event that impacts the achievement of objectives and deals with the 
uncertainty of events. It is measured in terms of impact and likelihood. 
Inherent risk - the risk that exists without consideration of the controls that are 
put in place to mitigate the risk. 
Residual risk - the risk that remains after taking into account the effects of 
controls that are put in place to mitigatelmanage the risk. 
Risk management - the process of identifying, assessing, mitigatinglmanaging, 
monitoring and reporting on risks. 
Resource risks are associated with human resources, physical assets, financial and 
information resources. 
Context risks are associated with the external environment, regulatory 
environment, organization culture and internal business processes. 



HESPONSIBILITY FOR RISK MANAGEMENT 

All members of staff and Council are expected to comply with this policy and risk 
management process. 
All members of staff are responsible for identifying significant risks and reporting 
them to their manager. - All members of Council are responsible for considering significant risks when 
setting policy and directions. 
The Corporate Leadership Team is responsible for risk management throughout 
the Corporation and for ensuring compliance with this Policy. 
The Corporate Leadership Team will provide semi-annual reports on the status of 
significant risks to Council. 

* The Auditor General will provide annual reports on the effectiveness of risk 
management processes to Council. 
Managers are responsible for proactively identifying risks and controls to 
mitigatelmanage the risks that are under their control within their respective areas. 
All managers will manage risks in compliance with legislated requirements, 
corporate values, approved policies and processes. 
All reports to Council or Standing Committees must include disclosure of 
significant risks associated with the recommended course of action. 



RISK MANAGEMENT PROCESS 

. ., . 
Identify Expected Outcomes 

What could go wrong? I What could hinder the ability to meet service delivery objectives? I 

Determine the likelihood and im~act  of significant inherent risks 
I Plot the inherent risks on a risk matrix I 

I Identify, document & assess controls to mitigate inherent risks I 
1 Calculate, plot and ranks the residual risks 1 

Item: AG-11-13 
Attachment 2 
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Implement plans 



Item: AG-19-13 

Risk Management Attachment 3 

Implementation Procedures 

Step I : Establish Service Delivery Context 

1. Review the service delivery objectives 
2. Identify the key stakeholders 
3. Identify the resources used to delivery 

the services or program 
4. Identify expected outcomes 



Step 2: Identify Service Delivery Risks 

For all major services or programs within the 
City, consider the following: 

What could go wrong? 
What could hinder the City's ability to meet 
service delivery or program objectives? 
Use the attached checklist containing context 
and resource risks to identify inherent risks 
that could adversely affect the service or 
program 

Note: Resource risks should be weighted twice as high as context risks when assessing inherent risks 



Types of Inherent Risks that Could Adversely 

Affect the Service or Program 
I CONTEXT RISKS I 

External Environment 
Risks that originate outside of the organization 
e.g.- Stakeholder concerns, onerous input 
from upper tiers of government 

Regulatory Environment 
Risks that originate from the requirement to 
comply with a regulatory framework, policies, 
directives or legal agreements - e.g. - new 
legislation or regulations 

Organizational Culture 
Risks that relate to the intangible qualities that 
shape the way members of the organization 
conduct their business - e.g. - resistance to 
change 

-- 

Internal Business Processes 
Risks that relate to the effectiveness and 
efficiency of business processes e.g. - manual 
processes, lack of formal policies 

1 RESOURCE RISKS 
Human Resources 
Risks that relate to the adequacy and quality of 
staff as well as processes for recruiting, retaining, 
training and compensating staff 1 
Financial Resources 
Risks that relate to the levels of capital and 
operating funding, cash and insurance e.g. - 
significant daily cash receipts, significant capital 
projects and funding 

Information Resources 
Risks that relate to the use of information and 
how information is protected, stored, retrieved 
and shared e.g. - high dependence on 
information systems to run program 

Physical Assets 
Risks that relate to tangible assets such as 
buildings, equipment and vehicles e.g. - heavy 
reliance on capital equipment to deliver program 

3 



Step 3 = Assess Inherent Risks 
Part a - Assess Impact of Inherent Risks 

I 

Loss of significant assets services for extended period 
City Officials charged Total loss of data Public inquiry or trial 
Significant loss in funding 
Significant environmental Inability to deliver new service 

Exposure of critical confidential 

Death or permanent disability of 

City Officials criticized Moderate loss of knowledge Out-of-court settlement 
Loss in funding Difficulty delivering new Negative public image 

Decrease to quality of 
$100K to $lM in cost overruns 
or loss of revenue 

City Officials criticized Loss of knowledge Diminished public image 
Minor loss in funding Delays delivering new service Opportunities for 
Minor environmental damage c $100K in cost overruns or improvement identified 

loss of revenue 

4 



Step 3 - Assess lnherent Risks 
Part b - Assess Likelihood of Inherent Risks 

1 Unlikely Likely Almost Certai~ 

I *$$@ 
(1) (2) (3) 

,, - - 
Once in 10 years Once every 2 At least once per 

years 

10% or less 50% probability >90% probability 
probability of of arising in 

arising in current current year 
year 



Step 3 - Assess lnherent Risks 

IMPACT 
High 

Med 

Low 

Part c - Plot lnherent Risks 

High LIKELIHOOD Low Med 

EE=External Environment; OC=Organizational Culture; RR=Regulato y Risk; BP=Business Process; 
HR=Human Resources; FR=Financial Resources; PA=Physical Assets; IR=Information Resources 
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Step 4 - Assess Residual Risks 
Part a - ldentify & Document Controls 

ldentify and document controls that are in 
place to mitigate/manage inherent risks. 

Policies - e.g. formal policies 
Processes - e.g. documented processes or 
procedures 
Technologies - e.g. access controls such as 
passwords or access rights within automated 
systems that are used to capture relevant 
service or program information 



Step 4 - Assess Residual Risks 
Part b - Assess Control Effectiveness 

Assess the effectiveness of controls that 
are currently in place to mitigate/manage 
inherent risks within the service or 
program. 

Control effectiveness can be described as: 

High - very effective 
Medium - somewhat effective 
Low - not very effective 



Step 4 - Assess Residual Risks 
Part c - Calculate the Residual Risks 

I 
Residual 

Risk 1 
Control 

Eff ectivenes: r 
Examples: 
1. High Residual Risk = High lnherent Risk - Low Control 

Effectiveness 
2. Medium Residual Risk = High lnherent Risk - Low to 

Medium Control Effectiveness 
3. Low Residual Risk = High lnherent Risk - Moderate to 

High Control Effectiveness 



Step 4 - Assess Residual Risks 

IMPACT 
High 

Part d - Plot the Residual Risks 

Low Med 

L 
High LIKELIHOOD 

EE=External Environment; OeOrganizational Culture; RR=Regulatory Risk; BPkBusiness Process; 
HR=Human Resources; FR=Financial Resources; PA=Physical Assets; IR=Information Resources 

I 0  



Step 5: Address Significant Risks 

1. Identify additional controls required to 
mitigate significant risks 

2. Prepare an action plan to implement 
controls 

3. Prepare communication plan to ensure 
additional controls will be effective 

4. Implement plans 



Step 6 - Monitor and Report Internally on 
Significant Risks & Risk Management Strategies 

1. Monitor and report on significant risks to 
Branch heads. 

2. Monitor and report on the effectiveness of 
controls in place to mitigatelmanage significant 
risks to Department heads. 

3. Report on the status of significant risks to 
Corporate Leadership Team on a quarterly 
basis. 

4. The Auditor General will identify significant 
residual risks to management when conducting 
audits and reviews. 



Step 7 - Report on Significant Risks and 
Risk Management Process to Council 

1. Identify significant risks that Council should 
consider when setting policies, approving 
service or program changes or projects. 

2. CLT will report semi-annually to Council on 
status of significant risks. 

3. CLT will report periodically to Council on 
significant risks that require Council's support 
or actions to address. 

4. The Auditor General will report annually to 
Council on the effectiveness of the risk 
management process. 




